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SOROTAN

WAHYU IBRAHIM. Pengembangan Sistem Penomoran ljazah dan Sertifikat
Profesi Nasional (PISN) menggunakan Blockchain. Dibimbing oleh IRMAN
HERMADI dan TOTO HARYANTO.

1.

2.

Penelitian ini merancang dan mengevaluasi prototipe penomoran ijazah berbasis
blockchain.

Prototipe memakai Hyperledger Fabric dan penyimpanan terdistribusi melalui
Design Science Research.

. Ledger pulih otomatis dalam 9-17 detik saat orderer leader gagal; komponen

lain belum direplikasi.

Jalur chaincode dan APl memitigasi ancaman internal; celah pada tingkat
infrastruktur masih ada.

Dua pengelola layanan menilai rancangan sangat sesuai (rerata 4,75 dari 5);
bersifat deskriptif.

HIGHLIGHTS

WAHYU IBRAHIM. Development of a Blockchain-Based National Diploma and
Professional Certificate Numbering System (PISN). Supervised by IRMAN
HERMADI and TOTO HARYANTO.

1.

2.

This study designs and evaluates a blockchain-based diploma numbering
prototype.

The prototype uses Hyperledger Fabric and distributed storage through design
science research.

. The ledger recovers within 9—17 s after an orderer leader fails; other parts are

unreplicated.

. The chaincode and API path mitigates insider threats; infrastructure-level gaps

remain open.

. Two service managers rated the design highly appropriate (mean 4.75 of 5);

results are descriptive.
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Layanan terpusat
rentan terhadap:

« satu titik kegagalan
(SPOF)

< ancaman internal dari
aktor berotorisasi
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RINGKASAN VISUAL

Rancangan

Hyperledger Fabric +
penyimpanan
terdistribusi

* metadata pada ledger

« dokumen terenkripsi di
luar ledger

» empat organisasi dalam
satu jaringan

\

J/

\.

Evaluasi

* Enam skenario
kegagalan, tiap
skenario 10 ulangan

* Enam skenario ancaman
internal (STRIDE)

« Walkthrough dengan dua
pengelola layanan

J

-
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Temuan

 Ledger pulih otomatis
(9-17 detik, orderer
leader)

« Jalur chaincode dan API
memitigasi ancaman
internal

« Celah: backend, basis
data, state peer

Bukti konsep pada satu lingkungan uji; klaim ketahanan dibatasi pada lapisan ledger.

Penomoran Ijazah Nasional Berbasis Permissioned Blockchain

Problem

Centralized services
are vulnerable to:

« a single point of
failure (SPOF)

« insider threats from
authorized actors

J

GRAPHICAL SUMMARY

Hyperledger Fabric
and distributed
storage

* metadata on the ledger

= encrypted documents off
the ledger

« four organizations in
one network

.

J

-

.

Evaluation

« Six failure-injection
scenarios, 10
repetitions each

« Six insider-threat
scenarios (STRIDE)

« Walkthrough with two
service managers

J

-

.

Findings

 Ledger recovers
automatically (9-17 s,
orderer leader)

« Chaincode and API path
mitigates insider
threats

* Gaps: backend,
database, peer state

Proof of concept in a single test environment; resilience claims limited to the ledger layer.

Permissioned Blockchain for National Diploma Numbering




RINGKASAN

WAHYU IBRAHIM. Pengembangan Sistem Penomoran ljazah dan Sertifikat
Profesi Nasional (PISN) menggunakan Blockchain. Dibimbing oleh IRMAN
HERMADI dan TOTO HARYANTO.

Nomor ijazah nasional dan nomor sertifikat profesi nasional diterbitkan
melalui sistem yang dikelola Kementerian sesuai Permendikbudristek Nomor 50
Tahun 2024; pada layanan Penomoran ljazah dan Sertifikat Nasional (PISN)
skalanya mencakup 4.303 perguruan tinggi dengan lebih dari 10 juta mahasiswa
dan 2,5 juta lulusan pada tahun 2025. Arsitektur terpusat pada layanan seperti ini
mengandung dua kerentanan mendasar: risiko single point of failure (SPOF) yang
dapat melumpuhkan layanan secara keseluruhan, dan ancaman insider threat dari
aktor berotorisasi yang tidak terdeteksi oleh kontrol keamanan berbasis perimeter.

Penelitian ini merancang, mengembangkan, dan mengevaluasi proof of
concept (PoC) arsitektur PISN berbasis Hyperledger Fabric 2.5 dan penyimpanan
terdistribusi dengan IPFS, menggunakan pendekatan Design Science Research,
dengan metadata transaksi disimpan on-chain dan dokumen pendukung terenkripsi
disimpan off-chain. Artefak didemonstrasikan pada empat proses bisnis inti
penerbitan standar, penerbitan via eksepsi, pencabutan (rancangan penelitian), dan
verifikasi publik yang melibatkan empat aktor institusional (Perguruan Tinggi,
Kemdiktisaintek, LLDikti, Kemenag) dalam satu jaringan permissioned blockchain.

Ketahanan terhadap SPOF pada lapisan /edger diuji melalui enam skenario
injeksi kegagalan (fault injection) pada peer dan orderer, ditambah satu skenario
baseline sebagai kontrol, masing-masing diulang sepuluh kali. Kegagalan satu
orderer follower tidak mengganggu penulisan, sedangkan kegagalan orderer leader
menghentikan penulisan sementara selama sekitar 9 sampai 17 detik sebelum pulih
otomatis. Kehilangan kuorum menghentikan commit dan pulih otomatis dalam
sekitar 15 detik setelah kuorum kembali. Ketahanan pada lapisan peer bersifat
asimetris mengikuti endorsement policy AND(PT, OR(regulator)): kegagalan satu
peer regulator dikompensasi tanpa penalti latensi yang teramati, sedangkan
kegagalan peer perguruan tinggi menghentikan penerbitan tanpa failover.
Komponen di luar ledger (backend, PostgreSQL, dan IPFS) tidak direplikasi dan
teramati menjadi SPOF pada lapisan aplikasi, sehingga klaim ketahanan penelitian
ini dibatasi pada lapisan /edger dan pada kegagalan node individual di satu
lingkungan uji.

Mitigasi insider threat dievaluasi melalui enam skenario (T1, T2, T3, T4, T5a,
dan T5b) pada tiga kategori STRIDE yang paling terkait penyalahgunaan hak akses
oleh aktor internal, yaitu Tampering, Elevation of Privilege, dan Repudiation,
dengan berpegang pada model adversary dan batas kepercayaan yang didefinisikan
lebih dulu. Tiga kategori lain (Spoofing, Information Disclosure, dan Denial of
Service) ditinjau ulang dan hanya diamati atau diuji sebagian. Pada jalur transaksi
yang melewati chaincode dan API, upaya memaksakan definisi chaincode oleh satu
organisasi ditolak oleh /ifecycle governance multi-organisasi (T1), penerbitan tanpa
atribut peran ditolak chaincode (T3), tindakan lintas yurisdiksi ditolak pada dua
lapis independen, yaitu backend dan chaincode (T4), dan riwayat on-chain tidak
dapat dihapus melalui chaincode (T5a). Perubahan record melalui chaincode
dicegah oleh hash yang dihitung di chaincode, tetapi substitusi dokumen hanya



terdeteksi apabila hash dibandingkan dengan sumber tepercaya (T2). Pencegahan
ini tidak berlaku pada tingkat infrastruktur: state database peer terbuka dengan
kredensial bawaan dan dapat diubah tanpa transaksi (T5b); endorsement multi-
organisasi tetap menolak transaksi yang bertumpu pada state yang diubah, tetapi
karena verifikasi publik membaca melalui satu peer, perubahan itu dapat
memunculkan status verifikasi yang keliru; selain itu satu backend memegang
identitas seluruh organisasi. Kedua celah residual tersebut belum ditutup pada PoC.

Masukan formatif atas relevansi rancangan dikumpulkan melalui evaluasi
kontekstual bersama dua pengelola layanan PISN di Direktorat Pembelajaran dan
Kemahasiswaan, Kemdiktisaintek, menggunakan walkthrough terstruktur dan
kuesioner Likert lima poin pada empat dimensi yang berkorespondensi dengan
kriteria desain. Seluruh butir dinilai pada kisaran 4 sampai 5, dengan rata-rata
keseluruhan 4,75 (Sangat Sesuai) dan skor tertinggi pada dimensi kesesuaian alur
otorisasi antar-aktor (5,00). Karena responden hanya dua orang dari satu unit kerja
dan penilaian diberikan sebelum pengujian berulang, hasil ini bersifat deskriptif dan
tidak digeneralisasi.

Kontribusi utama penelitian terletak pada integrasi konteks regulasi PISN
yang konkret, evaluasi ketahanan lapisan ledger yang terukur melalui injeksi
kegagalan berulang, dan evaluasi mitigasi insider threat berbasis desain
permissioned blockchain terdistribusi yang menyatakan secara terbuka batas
pencegahannya (jalur chaincode dan API) serta celah residual pada tingkat
infrastruktur, melengkapi kajian terdahulu yang umumnya bertumpu pada asumsi
arsitektural tanpa pengujian kegagalan node, dan pada analisis ancaman yang
berorientasi deteksi atau belum disertai percobaan serangan.

SUMMARY

WAHYU IBRAHIM. Development of a Blockchain-Based National Diploma and
Professional Certificate Numbering System (PISN). Supervised by IRMAN
HERMADI and TOTO HARYANTO.

National diploma numbers and national professional certificate numbers are
issued through a system managed by the Ministry, in accordance with Regulation
of the Minister of Education, Culture, Research, and Technology
(Permendikbudristek) No. 50 of 2024, the scale of the National Diploma and
Professional Certificate Numbering (PISN) service covers 4,303 higher education
institutions, more than 10 million enrolled students, and 2.5 million graduates in
2025. Centralized architectures for services of this kind carry two fundamental
vulnerabilities: a single point of failure (SPOF) risk that can incapacitate the entire
service, and insider threat from authorized actors that perimeter-based security
controls do not detect.

This study designs, develops, and evaluates a proof-of-concept (PoC) PISN
architecture based on Hyperledger Fabric 2.5 and IPFS-based distributed storage,
using a Design Science Research approach, with transaction metadata stored on-
chain and encrypted supporting documents stored off-chain. The artifact is
demonstrated across four core business processes: standard issuance, exception-
based issuance, revocation (a research design), and public verification. Four
institutional actors take part within a single permissioned blockchain network:



higher education institutions, the Ministry of Higher Education, Science, and
Technology (Kemdiktisaintek), the Regional Office for Higher Education (LLDikti),
and the Ministry of Religious Affairs (Kemenag).

SPOF resilience at the ledger layer is tested through six failure-injection
scenarios on peers and orderers, plus a baseline control scenario, each repeated
ten times. The failure of a single follower orderer does not disrupt writes, whereas
the failure of the leader orderer suspends writes for roughly 9 to 17 seconds before
automatic recovery. Loss of quorum halts commits and recovers automatically
within about 15 seconds after quorum is restored. Peer-layer resilience is
asymmetric and follows the endorsement policy AND(HEI, OR(regulator)), where
HEI is the higher education institution peer: the failure of a single regulator peer
is compensated with no observable latency penalty, whereas the failure of the HEI
peer halts issuance without failover. Components outside the ledger (backend,
PostgreSQL, and IPFS) are not replicated and were observed to be single points of
failure at the application layer, the resilience claim of this study is therefore limited
to the ledger layer and to the failure of individual nodes in a single test environment.

Insider-threat mitigation is evaluated through six scenarios (T1, T2, T3, T4,
T5a, and T5b) on the three STRIDE categories most closely tied to misuse of access
rights by internal actors, namely Tampering, Elevation of Privilege, and
Repudiation, based on an adversary model and trust boundaries defined
beforehand. The other three categories (Spoofing, Information Disclosure, and
Denial of Service) were reviewed, but only through observation or partial testing.
On the transaction path that passes through the chaincode and the API, an attempt
by a single organization to force a chaincode definition is rejected by multi-
organization lifecycle governance (T1), issuance without a role attribute is rejected
by the chaincode (T3), cross-jurisdiction actions are rejected at two independent
layers, the backend and the chaincode (T4), and the on-chain history cannot be
deleted through the chaincode (T5a). Changes to a record through the chaincode
are prevented by a hash computed in the chaincode, but document substitution is
detected only when the hash is compared against a trusted source (T2). This
prevention does not extend to the infrastructure level: the peer state database is
exposed with default credentials and can be modified without a transaction (T5b).
Multi-organization endorsement still rejects transactions that rely on the altered
state, but because public verification reads through a single peer, the change can
produce an incorrect verification status. In addition, a single backend holds the
identities of all organizations. These two residual gaps remain open in the PoC.

Formative input on the relevance of the design was collected through a
contextual evaluation with two PISN service managers at the Directorate of
Learning and Student Affairs, Ministry of Higher Education, Science, and
Technology (Kemdiktisaintek), using a structured walkthrough and a five-point
Likert questionnaire across four dimensions corresponding to the design criteria.
All items were rated between 4 and 5, with an overall mean of 4.75 (Highly
Appropriate) and the highest score (5.00) on the dimension of actor-authorization-
flow appropriateness. Because there were only two respondents from a single work
unit and the ratings were given before the repeated tests, the results are descriptive
and cannot be generalized.

The main contribution of this study lies in the integration of a concrete PISN
regulatory context, a measurable evaluation of ledger-layer resilience through
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repeated failure injection, and an evaluation of by-design insider-threat mitigation
on a distributed permissioned blockchain. The study states openly the limits of its
prevention (the chaincode and API path) and the residual gaps at the infrastructure
el. Together, these complement prior studies that generally rely on architectural
umptions without node-failure testing, and on threat analyses that are detection-
ented or not accompanied by attack attempts.
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Bukti Pengujian Ketahanan SPOF dan Mitigasi STRIDE
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