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ABSTRAK 

ABYAN FIDRIYANSYAH. Penerapan CIA Triad dan Aturan 3-2-1-1-0 

Dalam Perancangan Sistem Backup dan Restore Data Sebagai Solusi Kontingensi 

Pada Sistem Informasi. Dibimbing oleh SHELVIE NIDYA NEYMAN.  

 

Ketergantungan organisasi terhadap sistem informasi memicu risiko 

kontingensi akibat insiden siber, kegagalan sistem, dan bencana alam. Penelitian ini 

bertujuan merancang arsitektur sistem backup dan restore data berbasis prinsip CIA 

Triad dan aturan 3-2-1-1-0. Penelitian eksperimental ini memanfaatkan lingkungan 

virtualisasi terisolasi dengan memisahkan fungsi server utama dan cadangan. 

Pemanenan data inkremental dieksekusi berbasis log transaksi dan fragmentasi 

biner, dilanjutkan enkripsi simetris serta replikasi paralel ke penyimpanan awan. 

Hasil pengujian menunjukkan efisiensi kompresi inkremental mencapai 98,95% 

pada basis data relasional, 96,38% pada basis data dokumen, dan 85,89% pada 

berkas tidak terstruktur. Seluruh skenario restorasi berhasil mengembalikan status 

data secara presisi tanpa kesalahan (zero error) serta memenuhi batas RPO 

maksimal 20 menit. Temuan ini mengonfirmasi keandalan infrastruktur restorasi 

yang dirancang sebagai solusi kontingensi organisasi. 

 

Kata kunci:  Strategi Backup, Keamanan Informasi, Mitigasi Kontingensi, Restorasi 

Data  

 

ABSTRACT 

ABYAN FIDRIYANSYAH. Implementation of the CIA Triad and the 3-2-

1-1-0 Rule in Designing Data Backup and Restore Systems as a Contingency 

Solution for Information Systems. Supervised by SHELVIE NIDYA NEYMAN.  

 

Organizational dependence on information systems introduces high 

contingency risks due to cyber incidents, systemic failures, and natural disasters 

that can paralyze operations. This study aims to design an adaptive and efficient 

data backup and restore system architecture based on CIA Triad principles and the 

3-2-1-1-0 rule. The experimental research was executed using an isolated 

virtualized environment separating primary and backup server functions. 

Incremental data harvesting was performed using database transaction logs and 

binary chunking for unstructured documents, followed by symmetric encryption 

and parallel replication to cloud storage. Results from continuity simulation tests 

demonstrate that the system significantly reduces storage volume, achieving 

incremental compression efficiencies up to 98.95% for relational databases, 96.38% 

for document databases, and 85.89% for unstructured data. All recovery scenarios 

successfully restored data states precisely with zero errors while meeting the 

maximum RPO limit of 20 minutes. These findings confirm that integrating security 

protocols and immutable storage isolation provides a reliable and secure restoration 

infrastructure as an organizational contingency solution.   

 
Keywords: Backup Strategy, Information Security, Contingency Planning, Data 

Restoration.  
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