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PREFACE

audy of distributed systems is very popular in current research and practices of
1&nternetworked enterprises. Distributed systems enable a loosely coupled
15’“‘ agents/sites residing in several geographical areas to work together for
i common goals. This book describes the very essential features, the
¢ theories, development methodology, and sample applications of
d systems. The target readers of this book can represent students,
Fg s. IT practitioners, IT-Based system developers, or IT consultants.
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S & ure ﬂoxﬁ of this book is organized as follows:

2]
I begin® with the introductory part embracing definitions, characteristics,

V. motiv gnons of a distributed system. Chapter 2 describes various network
gie\ connegiing distributed sites, and provides comparisons among topologies.
fistributed sgites inter-communicate, various communication techniques, and
d commuifcation protocol OSI (Open System Interconnection) are discussed
@pter 3 Ch‘_ter & discusses the distribL ion aspects: computaf‘in data and msk

g
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wg LOHSi@Of 8 chapters, each of which is provided with chapter summary.
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nethoqr of dev elopmo a dlstnbuud system and pxovndes example of some

_sums; Chapter 6 discusses implementation issues of inter-process

nications $hich are very vital to a distributed system. Chapter 7 provides

ton of Bultiuser-tools that enable various sites to woik together in

tve mod@s. Finally Chapter 8 concludes the overall discussions of the
ng chaptet§.
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thor is willing to thank and appreciate all helpful people involved in the
and production of this book. Constructive and fruitful critics ace sincerely
to improve the quality of this book in the future..

gaqwnq uo

'w

Bogor, August 2007

Kudang B. Seminar

AlsiaAlun jeanynouby Jobog



*gd| uizi pdupy undodo ynjuaq WOP Ul sIN PAIDY YNIN|as N0 UDIBYSS YoAUDLIRWAW UDP UbHWNWNBUSLW BULID|I] ‘T

*dd| {ofom BupA upbuijuaday unyibniaw yopij undiznbuad g

‘YojpsOW NIONS UDNPIUI} NBID YiY ubsiinuad ‘ubiodo] upunsnAuad ‘Yoiw|l PAIY upsiinuad ‘upiRUd ‘Ubyipipuad uobbuuaday ynjun bAuoy updinbuad ‘O

Contents

-

il
0
o
o

1tents

Buppun-6uopun !Gfmpumg oqdlg =1e]

of Figures

of Tables
©

e
DIStEIBBECd SYSICIIS svveenssrmmssrsaeevssanavenssamrsassossosassonsrmmnsngssssvss
.1 Definition

5 |
SN oty Of Distriblited SYSTemMS, cwermssusvsvissismisuommsme smsamss s
l 3.F Degree of COuPling. ... oooevvvveeiiiiieeeiins cevieeiieeeiieenns
6 Elements ofa Disivibnted Systentse: s mmsammsmmssns o

B OCATON OF e SIS oo i e siomastesiish T56 A0 4 SR BT S P B e TR

) ,og\ es/of Distributed EnvironmuEntS.q .. e eme e smsnssescsris vamsassmiion
Chzéter o 2 e S SR o B e e e M

L

i
1
L.

()]

,\et“orﬁTopologles. ...... e e R A B A e e e s
2 S EURBRCONTEETEM « i visn 1 sivai st wosm srsinsarsmaswaio v sioceses spaisis  ars's oim s v
22 P;u'ﬂally CONNEBTEHS s snes s s o srmm v aisess wivss sssase S R 3o
2.2.8 StAr NEIWOTK. .. eeevveeeeeeeeeeee e eeeeee e eeeeeaneeeaeaaeeeeeeinns
2 22 R0 N OO o i i . oo s v W VO et e oty £ 155
2. CilDe CONMECHON. « & cv s vt o swios sis v s swisw s 5 i o s i s itos 15
2. BRI VIesh CONNECTION . ks sv5 2o siss s w55 s s sames sames s w somis
LTI C1CA] INEIWOTIE. o 4 i s s aimindiows shmim s st sows S sfoms SEarsavs
IVIBIR- A CEESS BUS.: soussvens sush e sovs sanes wumn sitvie s st Houis S s oty aak 5

CIRIRCT \STUTTRATY: 5 s 0 5. 555035000 570 SS9 e s

W

:18gLUNS UDHINCRAUSL UDP UB{LINJUDIUSW bdUDb} 1Ul $IjN3 DAIDY YnIN[es NbIo UbIBDYRs dihsusLIBUDID|Q ‘|

B NN

LA P

fommumcatlons
Characteristics and Types of Communication
32 Caminunication TEChRIGUES. . ... vivumvvncsmmeis semomsnn vsmessassss
20 Transfer Strate@y ... . oourreeecenierirereeaseaeaensareaseeneasnesnnns
ROUHAE SUALEPIES. . . . soonovpyrmpasmen s ssis s sams s sesis
ConNECHON STATEEIES .cu v vmmunisms o smmyse s snsissssassss sz
N CONTENTTON, -2 soomsssumassmsmas s monnes s oo e Smeusies s se
= Medsage Systems and Buffering.........oooovveiiniiiiieiiniiiieeiin,
24 L&&mumcaﬂon IDElayS. i omsmidssmssumes sy me s sess 4 Eas e e
35 The®pen Systems Interconnection (OSI). . .« ess coss neens somessamomns e
IR THEIOSTTIANETR: wcve oo ichom scsmicminsss seomginissin Sy iiaps £ B A 3 8

W W W

()

Als1aAlun (el

vii

%

X1l

(S TUIE ' N Y SV Shype,

455,

e

o 00 00 ~1 DN O\ Y ta

_
i~
D0

11
1i
12
12
13
14
14
5
16
i6
il

vil



*dd| uizi bdun} undodo ynjuaq WP Ul SN BAIDY YNIN[ds hp3o UPIBRS YoAupgIadWBW UDP UBYWNWNBUSW BULID|I] T

*gd| 4oflom BubA upbuUaday upYIBNIBW opI3 ubdinbuad 'q

“Yo[psow nNJoNs uonoful N3O LY upsiinuad ‘ublodp] ubunsnAuad ‘Yol PAIOY ubsiinuad ‘upiiRURd ‘UbyIpIRUad upBuUBdaY Hnjun PAupy undipnbuad ‘O

:190WUNS UDYINGDAUBLU UDP UDFWNIUDIUBW bAup} Ul SijN3 PAIDY YNnin|as NDIO ubiBes dignBual BUBIB|I |

viii

3.5.1.1 Physical Layer........... A R 17
3.5.1.2 Data Linle LaYeE. .ot soies mnssssibsmaes sammsnss s 17
3:5:1.3 NEtWOrk LAYET eosmmesssmsissessnimtesmsssins samimmins 18
s 3.:0.54 TranSport LaYer. «cusee-ssisssmm crgmpne sosiiems tnssaas 18
g 5. 3:1.5 BesSI00 LAYET, «msmasoies s aimassimsuyinmisiis jirssiasimmnd 18
g 3.9.1.6 Presentation LayYer. v sass s asas semusawbnsse s mesns ahe 19
=t Bi5.1.7 AppDeation LuaYER. .. eee anrd s di & s s« semninnn 20
SR I STV IR v o oo i ot i it s i ST 65 B8 o it s 20
g' 3.5.2.1 Connection-Oriented and Connectionless Services... 21
Q 3522 Service PrilnitiVEs: s s oo smsteiists rbgammamm 21
s @3.5.2.3 The Relationship of Services to Protocols.............. 22
§'3.(> CIRET SUITATY o oo s sassnisisws v b vy us s s adisd s b s crcn vas 22
Q x
g)istribuﬁ'on ASPECES s sumins wenseassavan sussnmns svraseasmonassssinesigossmsgnmns 23
§4.1 MEBEE Of COMPULALION, von vomie sy siiss s s s18s g smsis siis s Sind s v 23
S [T NISFABION, s v v s sivs woms s swoms s Ss's it passss 23
4.1.2 Computation Migration.........cc.uuvuuueerruuenneeeeuneeennnnees 23
418 Job §15 0007210 (o) (IR S P e e 24
AR REDIICATION 5 smnsmmonss sinnsibss basmessns s st vsinm s osmns s7oonss 24
4. 1.%. Distributed Shared MemOTY «.a: siwssuss i csss poss s smsnsaonsaas 2=
S 4.1.5.1 Central-server Algorithm..........cccvevviiiiniinnnenen 26
o 4.1.5.2 Migration Algorithm......cvuereeuieniinarirnans vornnnns 27
é’ 4.1.5.3 Read-Replication Algorithm...............coooina. 27
& 4.1.5.4 Full-replication Algorithm................coooiint. 27
42 Co@;istenoy ................................................................. 28
4.3 STRBITONIZATION s 510w ms wninisinns s 38 56 wrm ol s o sisustn ok gty scsis 9
4.38 The AtomiCity CONCEPL....uerrurneerrneereneerenneerneeenanes 29
4B Concurrency COMOLTONS s w: s smsmomen smvs s assmss semipasass 29
4.3.2.1 Bernstein's ConditionS:. csusvsees snvwmsis s spassosonsuss 29
4.3.2.2 ‘The Happened-Before REIGHON: vuwws senss suniss smsoiss 30
4 B SErializabIlill s sue s sosn o s s v Somes s 5 Gase sx e Boaws 32
4.3.3.1 The Geometry of CONCUITENCY......cvvvvnvininninnnnn. 32
4.3.3.2 Concurrency Representation by a Woid ............. 33
A BN  Synchronization TOOLS ... ..ueeemcommssosns ssnssasmms s 35
4381 SENTADNOLES . amsr s senitommescsimniess masmisiitics Gisfoes arvistspacare 35
A3 A7, NIOTIIOLS) .civg s S sss s sovmsonsvomrecpomose sl S 5T st 36
430 Synchronization TeChNIGUES. . v e v Sos suiisnvanms sowe wms 37
(8 BT TR e v o s b S i B £
B 4.3.5.2 Timestamp Ordering . s ouws soss siens seiss ssnss s veges sernas 3
Bl 4.3:.5:3 Optimistic TechniQUES: .« sevs vesss ssvesnums swsivs susen samss
435 Deadlock Bandlinig . e ssimssivs s susa s sen 5 ommamss s
© 43.6.1 Deadlock Prevention.............coveeureueveeeenenen.
B 4.3.6.2 Deadlock AVOIAance. ......ssamssicsvsmssvsinnsssusasssn
4.3.6.3 Deadlock DeteCHON. . ... oo sssimumssmsss somis sons s

4364 Deadlock RECOVEIY . cuus v s smns usms vismivios soimss rsds s

Alsi1aAlun jeanyn




*‘dd| wizi odupy undodo ynjuag WP Ul sijN PAIDY YNIn|as NDID UDIBOYas YoAUDGIAWSW UDP UbHWNWNBUSW BUB.ID|I T

*dd] 4ofom BupA ubbujuaday upyibniaw yopij updiznbusd ‘q

*yobjoSOW NBNS UBNDBIUI} NDIO Y13y upsijnuad ‘ublodp] upunsnAuad ‘Yoiwj PAILY ubsijnuad ‘ubiyiuUad ‘Upyipipuad upbuuaday ¥ynjun pAupy undiznbuad ‘o

:19gLUNS UDYINGRAUSLL UDP UDLUNJUBIUSW bAUD] Ul SIN3 PAIDY YnJn[as Nbjo ubibgas ginbusiu BubIo|iq ‘L

Bubpun-6uopun 1BUNpuIq PIAID HOH

A%

Load Balancing............

4.0 Chapter Summary.........

The Design of Distributed Environments ........cccceeeeeeecinrerssensonsences
EERiC Desion ADDIOACHIES ..uesrors sems somsovoma somis s e soes s sision sismvs ot o
5.1.1 Abstract Anzlysis of Distributed Systems Using LBB Model....

d.d:1.1 “The Context of Distiibuted SYSIEMS. o cumsmone sssmoimosmuse
@ 5:) 12, SYSTEM S1ZC s s vuevs s simins s sm spiap emesessamsbahias &

Sk

o

19

Ulj

({0Bog uelueniad 1sul) adi W

6.

6.3

6

6.5

6.

~

3

I

6

2]

wn n
[FIN NS

Bottom-up and Top
S

g e1dis ey

tn

(9]
DI

5.2.3.2 Database o

5.2.3.4 System Ab
5.2:3.5 Real-Time

n
it

5,:1,1.3 Interconnettion TOPOIOT Y. «s sussssas ssmwissnsssmm s vmse
5.1.1.4 Svystem Ban@width . cowssess sosrissn susmuamaes senssmsys smssss
-down Design Approaches.....................

VSIEIN TEANSPATCIICY . ovste sissie s steim . st o w16 59518 G S PR 55505
Existing Tools for Designing Distributed Enviionments............
;. Provisien of Transacilons. . ax s s s s mant sameos
52,11 Molticompuler TranSaetiomS i es s e s ik v saness
5.2.1.2, Transaction TEDIES. .o swon sieblosiias b smsietes bass a5
Thie Ukt o EXpent SySIOMIS, s cmiveisnisinimis sz s Sasaie 88 51565
The Use of the Object-Oriented Paradigm.............ccooeeinnee.
5.2.3.1 Basic Object-Oriented Concepts..........coovvuivninennnnnn.

f Semantic Information............ccooevviin.n.

5.2.3.3 Object Immutability and Inter-relationships...............

straction dnd. Scalability. . co. v s cosespes sumsises
Shated OBCCHE s vsswmnmandnsmis o

The Use of Distributed Programming Languages...................

5.2.4.1 Object-Oriented Programming Languages...................

5.2.4.2 Knowledge

-Based Languages. ... i sssessssissssinsasmqss

5.2.4.3 Open Network Programming..............cocoeuvuininnnnn...
5.5 Chapter Summary..........

MESage QUEUE: ivos s osimis
Shidkkd Memory e
fcley Sockets..oopuwss

SRR N i R —— .
ol RPC Application Interface . mmwimasmsamms s spnsomessmssisms o
6.62 The InplementafiomOERPO. . ..o dbntipnnsmss s ims somssaons

63 Semantics of RPC..

6.854 RPC-t0-XDR INEITaCe. covuruemaineneineneiecanenceneneicnieenenaes
6.6:5 Related Problems with RPC.........ovuiiiiiniiiiiiiiiiiiiiiian

Ré&ﬁ‘ote Evaluation (REV)

Alsianiun |ed

48
49
49
49
51

52
52
52
52
53
54
54
54
55
56
56
56
57
58
59
60
60
61
61
61
62
62
63
64
64

65
65
66
66
67
68
i
72
73
74
74
75
75

X



‘dd| wizi odupy undodo ynjuag WP Ul sijN3 PAILY YNIn|as NID UDIBOYas YoAUDGIAWSW UDP UbHWNWNHUSW BUB.ID|I] T

*dd] 4ofom BupA ubbujuaday upyibniaw yopij updiznbuad ‘q

vm‘

0.5 SCHCENvE COMMUAISHIGN, & os i sown ssnes stvs sesh vsonsomn s savas sawasbans s vos 76
o O  0:8.BEogically Shared MEMOTY . .os cous siss svus sssos cnsnnoss  sewnn srns svs s 76
ho) g—: 6.8 2ihe Implementation of Tuple SPace. . us soes s sessaens s 555 s s smson 77
8 3 OfS S st ibuted Malke THIEY. o, oumss s st iovd sinmasesms pigaes 7!
'§ §6§ Networking and Windowing SyStems.........cevvvuinininiiniiiininininines 79
=8 5 GiNe X WHdOW SYSIETIL. ..s cuns ages s e saom esns wobi vivobs -soamagesnanss 7¢
§§'% BG L. L PR TS, 0ns o e s 5 i s i i S e i b 80
g Sg $89.1.2 Qpening the CoNNECHON. ... - cou s sren s suun sosis suamssannsass 80
£ ‘-§ = 6.9.1.3 Interclient COmMmMUNICAION. .. .ccuueivunnirnniiineiineennainn 80
zg 5 692 Network Extensible Window System (NeWS)................c.cee. 81
88 'gO Chap@Summ’*ry ................................................................ 82
'
‘B SMultiuser ;‘ools 83
B S7a CottilE s of 2 Multiuser TO0L, s somsumsnsns st st s psiisess v WA -
grg]é The W%at -You-See-Is-What-1-See (WYSIWIS) Concept................ 85
g T3 Compugger-Supported Cooperative Work (CSCW)...........oonnns 5
o5 T3 MMSCW APDHEAON ov +vers sssssnessrantons ssnsmons sirms pusss sras s s RS
83 B3] Calencar MENABEIIENE. . < uns -sos s cass svins vssnas, wobssans 85
g3 B3 1.2 Real-Time Conferoncing. .. soues vssssass srsasssssvanssssoss 86
5 3 ﬁ 3.1.3 Collaborative Document BAIING.. . .xxtomnscsss soisosonnse 86
843 Chapter ngmary ................................................................... 86
gE ,
tg' g Conclusi&ls ........................................................................ 87
58 s
oL O PSS ———— 89
532 g
& g

=3 S
£ S
3¢
55
T 0
_q o2
s
B
£
5
g
%
2
Qo
(=
=
Qo
8
3
g
=
=]
2
8
Qo
=

AjsiaAiun |eanynouby Jobog




*gd| uizi bdun} undodn ¥NJUa WB[P 1UI SIN3 PAIDY YNIN|as NBJO UBIBDGRS YoAUDCISALBLL UDP UDYWNWNBUSW BUBID|I ‘T

*dd| dofom BupA uobuzuaday unyibnisw yopiy undinbuadd *q

*Yojosow NS UPNDfUI} NI YL upsijnuad ‘upiodp| upunsniuad ‘Yoiw) PAILY ubsiinuad ‘ubiEuad ‘Ubyipipuad uobuiuaday yniun bAuoy uodipnbuad ‘O

)

nﬁuleLy BupnID|

160ges A

D Ul
O
) BUPPUN-BUDPUNIBYRPUIF. PRI d0H

(9

1120LLINS UDHINGBALIBL LIDP LDHLUNJUDOULL PAUDY 1Ll 51N BAIOZ YnJnjas Noy

- List of Figures

NN 2 ONACCIEH NEEWOTK. oo sssmmsssmaissawmsiss s s
i T R SN N

(alif¥lesh nctwork (b) Mesh TedraWi. ; ces sousssseses simh s s swwis s 56505
HOREI T C TR TTETWIOTKE. o rorenies § ooty seotos s e ears s w5 W o s 37T 058

The @SI Architecture (Tanenbaum 1988)......ccoiviiiiiiiiiieeennnn...

0
Fofg classes of distributed shared memory algorithms..................
REEHve time for CONCURFENE PIOCESSES. . curunamwmanmennnsommssns samsosons
Thegeometric representation of a 2-transaction system................
Rulgng out schedules by a closed forbidden area.........................
ScHBmatic View Of @ MORIIOL. cecvvureuniineerneeeruesernneeenaseenasennnns
A rgonitor simulating a binary semaphore...........ooveiviiiiiiiiinnn
Saf;:,'- unsate; and deadlock STALE SPACEEL ... ovamaneusnnsms famsvmss b s
Respurce allocation graph with a cycle and deadlock....................
Respurce allocation graph with a cycle but no deadlock................

o

=]
Laired black box for distributed SyStems........eeeeeevmunreeeerernnnnas

(a) g&pplicative participant and (b) Service participant templates....... f
«Q

2 p-xg-pe used between two processes
Pipes for a two-way flow of data............

Typical movement of data between client and server....................
Typical movement of data between client and server using shared

I TRIIRETTY im0 S o st s e i e S S e ST o e S A i B v
Socket system calls for connection-oriented protocol.....................
Socket system calls for connectionless protocol............ceovvuiinae.
The C code for the master in a distributed make facility..................
TS code Of the process WOTKET .. s sass sssbs sovassms s siimesiios due 6

M

Alisianiun jeinnouby Jobég

fuser ool COMPONENTS. i v 5 wus » ines 5o 5505 555 5 55 4 H55 FARS Sim5 5 Jwmde

O AD 00 ~J ~) Oy O\

1

68

71
78
79

84

X1



*gd| wizi bduny undodp njuag WOJOP 1Ul SijNF PAIY Ynin[as Nb30 UDIBOGES YoAUDgIadLIBL UDP UDYWNWNBUBW BUBIO|I ‘T

*dd| 4pfom BupA ubbuiuaday unyibniaw yopiy updipnbuad *q

*ypjosow h3ons upnpbfull NBIO YRy ubsinuad ‘ubiodo] upbunsnAuad ‘Yoiwil PAILY upbsiinuad ‘ubiiduad ‘UBjipiPUd upBYUACaN YmuN bALOY undiinbuad ‘B

o)

12qUINS UDYINCBAUBLL UDP UDYWNjUDdUBW bAuD} 1Ul SYNJHAIBY YniRestanIm uBIBnges-dinBUBStU BUDID)!

ist of Tables

Buppun-6uopun IBUNPUIIQ PIAID HOH

The differences between Connection-Oriented and Connectionless

SE - T S

Four classes of a distributed memory algorithm..............c.ocoeiin.

The compatibility of read and write locks...........oooeviiiiiiiiiiiiin.

Three
[

The c@patibility for two-version two-phase

TOCKINE o < s cnmsons

hases cf optimistic concurrency control............c..ooeeeueee.

Protoc;ls corresponding to socket family and type......................

Combiations of family, type, and protocol..
Sockegsystem czlls and association elements

(1060g ueluepad Inysuj) gdi !

AliIs1aAiun jeanynolby Jobog

21
21

25
38
38
40

69
70
70




*dd| wizi bduny undodo ynjuaq WP Ul SN} PAIDY YNIn[as N3O UDIBOSS YoAUDgIadLWBLW UPP UBYWNWNBUSW BUBID|I ‘T

*dd| 4ofom BupA ubburjuaday upyibniaw yopiz undiznbusd ‘q

*yojosOLW h3ONS UBNDBIUI NDID Y13y upsiinuad ‘ublodp| urunsnAuad ‘Yoiw|i PAIBY upsiinuad ‘upiiPuad ‘Ubyipipuad. ubbuuaday gnjun pAuby

fay]
=
H.
(¢°]
1
ok

Buad
Bup.ID|I

ni

3.‘;“23,

:1aquuNs UBYINGIAUSL, UDP UDHWNUBOUBW BAUD} [UI SIjN} DAIRELYNIN[3s NB3O,UDIGGaS dijn

I

stributed Systems
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g There are various definitions of a distributed system. These definitions result
Blassification of distributed systems. This chapter discusses the principal working
@tion chau:auterlstlcs taxonomy, and motivations of distributed systems.
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3 - 2.

¢ Definftion

g g

§ A dz’sngbuted system is a set of autonomous interconnected computer systems

interactzto perform computational activities cooperativety. This definition can
criher expgunded by considering what services a distributed system can provide
0w they®re provided. The terms sites, nodes, hosts, or compuzers are used to
» the pliysical distribution of the autonomous computer systems. According te
udied literature [33, 10, 15, 34, 51, 38, 68, 7, 21], a distributed environment
- supporfihe following facilities.
i
ar-site cogpmunication.
ce arid task distributio..
ent Eomputanon
note access
ure detection.
1 security and protection.
zbility.
~-mic system configuration.

(Characteristics

e characteristics of distributed systems can be identified as the following
3%’%1, 58, 68,46, 21].

(@)
ity. CDhe local computer systems can operate autonomously without direct
Derv 1:@11 of a master computer system.

Q ;
nection. A number of sites are connected to each other by a communication
ri@hat enables them to exchange information.
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